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1. INTRODUCTION 

 
1.1. This document applies to data controllers (also known as “the school”) who process personal 

information about others (data subjects). We have a duty to uphold data subject rights and 
must be able to understand our responsibilities to those data subjects. 

 
1.2. We recognise that the law allows individuals to exercise certain rights in respect of their 

personal data and one of these rights is the right of access. Therefore there is a need to 
acknowledge this right and to supply the requested information within the statutory timeframe. 

 
1.3. Where an individual has requested a copy of the information we hold about them it is the 

responsibility of the data controller to comply with the request. 
 
2. QUICK REFERENCE GUIDE 

 
1. Satisfy yourself that the person requesting the information has a legal right to it, for 

example because the requestor is the data subject (staff) or they hold parental 
responsibility 

2. Seek confirmation of identity where your requestor is not known to you 
3. Request consent where necessary, for example where a child is 12 years or older 
4. Acknowledge you are processing the request (See Appendix A) 
5. Understand the scope and parameters of the request 
6. Collate the information relevant to the request 
7. Review the information and where necessary apply redactions, explaining why the 

information has been removed 
8. Agree how the disclosure will be made, for example the requestor will collect from the 

school, by secure email, by special delivery post 
9. Make the disclosure in a secure manner.  
10. Ensure you retain a copy of the information disclosed 
11. Ensure you have fully logged the request on your B1 reporting tool 
 

3. POLICY REFERENCES 

 
3.1. This procedure is a requirement of the following policies: 

 

  Statutory Requests Policy. 
 

4. PROCEDURES 

 
4.1  What is a Subject Access Request (SAR)? 
 

4.1.1  A subject access request is a request for personal information under the Data 
Protection Act 2018. 

4.1.2  The requestor does not have to specify under what legislation they are making a 
request. It is the school’s responsibility to correctly identify which legislation applies. 

4.1.3  The individual may ask another person to request the information for them e.g. a 
parent, representative or a solicitor. 
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4.2 How to submit a Subject Access Request 

 
4.2.1 Individuals have a right to make a ‘subject access request’ to gain access to personal 

information that the school holds about them. This includes: 

 Confirmation that their personal data is being processed; 

 Access to a copy of the data; 

 The purposes of the data processing; 

 The categories of personal data concerned; 

 Who the data has been, or will be, shared with; 

 How long the data will be stored for, or if this isn’t possible, the criteria used to 
determine this period; 

 Where relevant, the existence of the right to request rectification, erasure or restriction, 
or to object to such processing; 

 The right to lodge a complaint with the ICO or another supervisory authority; 

 The source of the data, if not the individual; 

 Whether any automated decision-making is being applied to their data, and what the 
significance and consequences of this might be for the individual; 

 The safeguards provided if the data is being transferred internationally. 
 

4.2.2 Subject access requests can be submitted in any form to the Data Controller, but we may be 
able to respond to requests more quickly if they are made in writing and include: 

 Name of individual; 

 Correspondence address; 

 Contact number and email address; 

 Details of the information requested. 
 

4.3 Children and subject access requests 
 

4.3.1 Personal data about a child belongs to that child, and not the child's parents or carers.  For a 
parent or carer to make a subject access request with respect to their child, the child must 
either be unable to understand their rights and the implications of a subject access request, 
or have given their consent. 

 
 

4.3.2 Children below the age of 12 are generally not regarded to be mature enough to understand 
their rights and the implications of a subject access request. Therefore, most subject access 
requests from parents or carers of pupils at our school may be granted without the express 
permission of the pupil. This is not a rule and a pupil’s ability to understand their rights will 
always be judged on a case-by-case basis by the Headteacher. 

 
 
 

4.4 Parental requests to see the educational record 

 
4.4.1 For academies, including free schools, and independent schools there is no automatic 

parental right of access to the educational record in your setting.  However, we will apply the 
same procedures in this policy for any requests for educational records.   

 
4.5  The school’s responsibilities when responding to a Subject Access Request 

 
4.5.1  On receipt of a subject access request in any form the school will immediately forward it to 

the (Data Protection Officer). 
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4.5.2 The request will be logged on the central record which is reported as part of the B1 reporting 

template to Senior Leaders. 
 
4.5.3 When responding to requests, we may contact the individual via phone to conform the 

request was made. 
 

4.5.4  We may not disclose information for a variety of reasons, such as if it: 
 

 Might cause serious harm to the physical or mental health of the pupil or another 
individual; 

 Would reveal that the child is being or has been abused, or is at risk of abuse, where 
the disclosure of that information would not be in the child’s best interests; 

 Would include another person’s personal data that we can’t reasonably anonymise, 
and we don’t have the other person’s consent and it would be unreasonable to proceed 
without it; 

 Is part of certain sensitive documents, such as those related to crime, immigration, 
legal proceedings or legal professional privilege, management forecasts, negotiations, 
confidential references, or exam scripts. 
 

4.5.5 If the request is unfounded or excessive, we may refuse to act on it, or charge a reasonable 
fee to cover administrative costs. We will take into account whether the request is repetitive 
in nature when making this decision. 

 
4.5.6 When we refuse a request, we will tell the individual why, and tell them they have the right to 

complain to the ICO or they can seek to enforce their subject access right through the courts. 
 
4.5.7 The school will verify the identity of the person making the request using reasonable means.  

The identity of the requestor must be established before the disclosure of any information, 
and checks should also be carried out regarding proof of relationship to the child. Evidence 
of identity can be established by requesting production of: 

 

 passport 

 driving licence 

 utility bills with the current address 

 Birth / Marriage certificate 

 P45/P60 

 Credit Card or Mortgage statement 
 

This list is not exhaustive. 

 
Form in Appendix A will be used to request this information. 
 

4.5.8 If the individual has requested that another person may request the information for them we 
will ensure that the relevant written authority to share or other evidence such as a power of 
attorney has been provided. 

 
4.5.9 If we think an individual may not understand what information would be disclosed to a third 

party who has made a subject access request on their behalf, we may send the response 
directly to the individual rather than to the third party. The individual may then choose to 
share the information with the third party after having had a chance to review it. 

 
4.5.10 Information will be shared with the requester securely via an email system called Egress.  It 

is not recommended to send hard copies via Royal Mail.   
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5.  TIMESCALES & CHARGES 
 
5.1 The timescale for disclosing personal information is 1 month, however where a request is 

very complex it is possible for the Data Controller to claim an additional 2 months.  The 
burden of proof that a request is complex sits with the Data Controller.  If we intend to claim 
the additional time it will be communicated to the Data Subject as early as possible in the 
process. 

 
5.2 We will be able to extend the period of compliance by a further two months where requests 

are complex or numerous. If this is the case, we must inform the individual within one month 
of the receipt of the request and explain why the extension is necessary.  

 
5.3 We will provide the information free of charge.  However, we can charge a ‘reasonable fee’ 

when a request is manifestly unfounded or excessive, particularly if it is repetitive.  See 
schedule of charges at Appendix E. 

 

5.4 We may also charge a reasonable fee to comply with requests for further copies of the same 
information. This does not mean that you we charge for all subsequent access requests.  
The fee is based on the administrative cost of providing the information.   

 
6. COMPLETION OF THE SUBJECT ACCESS REQUEST BY THE DATA PROCESSOR 

(INFORMATION GOVERNANCE SERVICES, ESSEX COUNTY COUNCIL) 
 

6.1 The Data Processor will be informed immediately that a subject access request has been 
received. 
 

6.2 All information scoped within the request must be gathered by the Data Controller. 
 

6.3 All of the gathered information should be scanned and sent to the appropriate person within 
the IGS within the agreed timeframe via secure email (Egress). 

 
6.4 Once the information has been received back from Data Processor the Data Controller will 

carry out an audit of the redacting process and give final sign off for any information released 
to the requester. 

 
6.5 The client copies should be released to the individual in the format advised by the Data 

Processor as soon as possible (using the relevant form in Appendix A) and sending 
electronically via secure email (Egress) to the requester.   
 

6.6 Audit copies received from the Data Processor will be stored securely electronically.  
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7. ADVICE AND SUPPORT 

 
7.1 If you have any issues over the clarity of these procedures, how they should be applied in 

practice, require advice about exemptions from the requirements or have any suggestions for 
amendments, please contact the Data Protection Officer. 
 

7.2 For more information and advice on processing subject access requests, please go to 
www.ico.org.uk. 

 
8. BREACH STATEMENT 

 
8.1 A breach of this procedure is a breach of Information Policy in accordance with guidance on 

personal data breaches produced by the ICO. 
  

http://www.ico.org.uk/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
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Appendix A: Standard Responses  

 

SAR - Application 
Form.docx

 

Use this to capture the information you need in order to progress a 

request, including asking for identification proof from the requester 

SAR 
acknowledgement v2.docx

 

Use to acknowledge that the request is underway and that ID has been 

received and verified 

Authority to 
Share.docx

 

Use where you need to obtain consent as someone is asking for 

personal data on someone else’s behalf, e.g. to gain consent of a pupil 

12 years or older 

Complexity 
acknowledgement.docx

 

Use when the request is large and complex requiring additional time to 

complete 

Letter of 
disclosure.docx

 

Use as a covering letter when disclosing personal data to the requestor 

No Info letter.docx

 

Use when confirming that the School holds no personal data relating to 

the request 

 

  



7 

 

Appendix B: Subject Access or Pupil Information Request 

 

Is the request for an 

education record?

Is the request for a 

nursery?

Is the request for a 

maintained school?

Is the request for a 

special school?

It is likely that this 

request should be 

handled as a 

Subject Access 

Request under the 

Data Protection Act 

2018

Does the request 

contain any 

information about 

a third party?

It is likely that this 

request should be 

handled as a Pupil 

Information 

Request under the 

Education (Pupil 

Information) 

Regulations 2005

No

Yes

Yes

No

Yes

Yes

No

Yes

No

Does the request 

contain SEN or 

safeguarding 

records?

No

Yes

No

START
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Appendix C Definitions 

 

TERM DEFINITION 

Personal data Any information relating to an identified, or identifiable, 
living individual. 
This may include the individual’s:  

 Name (including initials) 
 Identification number 
 Location data 
 Online identifier, such as a username 

It may also include factors specific to the individual’s 
physical, physiological, genetic, mental, economic, 
cultural or social identity. 

Special categories of personal 
data 

Personal data which is more sensitive and so needs 
more protection, including information about an 
individual’s: 

 Racial or ethnic origin 
 Political opinions 
 Religious or philosophical beliefs 
 Trade union membership 
 Genetics 
 Biometrics (such as fingerprints, retina and iris 

patterns), where used for identification purposes 
 Health – physical or mental 
 Sex life or sexual orientation 

Processing  Anything done to personal data, such as collecting, 
recording, organising, structuring, storing, adapting, 
altering, retrieving, using, disseminating, erasing or 
destroying. 
Processing can be automated or manual. 

Data subject The identified or identifiable individual whose personal 
data is held or processed. 

Data controller A person or organisation that determines the purposes 
and the means of processing of personal data (the 
school).  The headteacher acts as the representative of 
the data controller on a day-to-day basis. 

Data processor  A person or other body, other than an employee of the 
data controller, who processes personal data on behalf of 
the data controller (IGS).  

Personal data breach A breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, 
or access to, personal data. 
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APPENDIX D – SCHEDULE OF CHARGES 

 

Type of charge Description Basis of Charge 

Printing/photocopying 13p per A4 sheet black and white 
22p per A3 sheet black and white 
23p per A4 sheet colour 
41p per A3 sheet colour 

Actual cost 

 

 


